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1 — Descarregar os ficheiro VPN para Macintosh:

https://cloud.fmh.ulisboa.pt/index.php/s/MNpceX5UILmMuES5

2 — Descarregar a aplicacdo OpenVPN Connect para Macintosh:

https://cloud.fmh.ulisboa.pt/index.php/s/NyylhAhxYtgl4e5

3 — A partir da pasta de transferéncias do computador execute a aplicagdo openvpn-connect

ey 1 | @

Recent Download History X
N

openvpn-connect-3.4.7.4745_signed

(2).dmg
199 MB « Done



https://cloud.fmh.ulisboa.pt/index.php/s/MNpceX5UILmMuE5
https://cloud.fmh.ulisboa.pt/index.php/s/NyyIhAhxYtgI4e5
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Please choose installer for your
device/operation system:

®

OpenVPN_Connect_3_4_7( OpenVPN_Connect_3_4_7(

4745)_x86_6...r_signed.pkg

4745)_arm6...er_signed.pkg

Mac with Intel processor Mac with Apple Silicon chip

intel.

Introduction

® Licence

&. Silicon

™ Install OpenVPN Connect =)

Software Licence Agreement

OpenVPN Connect EULA:

OpenVPN License

OpenVPN Connect End User License Agreement (OpenVPN Connect
EULA)

1. Copyright Notice: OpenVPN Connect License;

Copyright (c) 2009-2023 OpenVPN, Inc. All rights reserved.
"OpenVPN" is a registered trademark of OpenVPN, Inc.

2. Redistribution of OpenVPN Connect binary forms and documents,
are permitted provided that redistributions of OpenVPN Connect
binary forms and documents must reproduce the above copyright
notice.

3. You agree not to reverse engineer, decompile, disassemble, modify,
translate, make any attempt to discover the source code of this
software, or create derivative works from this software.

4. OpenVPN Connect is bundled with other open source software
components, some of which fall under different licenses. By using
OpenVPN or any of the bundled components, you agree to be bound

—

Print... Save... Go Back

4 — Depois de a aplicagdo estar instalada, a configuracdo prossegue com os seguintes passos:
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-Escolher importar ficheiro em FILE:

OpenVPN Connect

Import Profile

URL FILE

LRL /
https://

-Escolher a localizagao do ficheiro VPN FMH:

OpenVPN Connect

— Import Profile

URL FILE

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.

O
<
"
Z
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-Na pasta de tranferénias do computador, selecionar o ficheiro FMH-ulisboav5:

@ Import Profile or Certificate
<~ - ~ ™~ s > Downloads

Organize - MNew folder

& Home

Downloads >
Desktop
ocuments
Pictures

Music

Al
-
|
=
<@
-]
-
-
. v

File name: | FMH-ulisboaw5

-Preencher os campos de nome de utilizador e password, selecionando o caixa “Save password”:
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OpenVVPN Connect

< Imported Profile

Profile Mame

vpnc2l.fmh.oulisboa.pt [FMH-ulisboavs]

Searver Hostname (locked)

vpncZl.tmh.oulisboa.pt

IUSE-I’I"!EIF‘I"IE Mome de utilizador FIVH

88 =5 macoword

Password

FPalavra-passe FIWVIH

Certificate and Key

-Selecionar a caixa “Don’t show again for this profile” e continuar:

Missing external certificate

Please choose the external certificate for this
profile or continue if your profile allows to
connect without client certificate.

Don't show again for this profile J

SELECT CERTIFICATE CONTINUE

5 — Ao Iniciar a aplicacdo OpenVPN aparece a janela de autenticagao
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OpenVPN Connect

— Profiles

DISCONNECTED

vpnotp. fmh.ulisboa.pt [FMH
YVPRMOTP (1)]

Multi-factor authentication

Codigo de Seguranca

Response

6—Necessaria a aplicagdo Google Authenticator para gerar o cédigo de validacéo

GETITON s Download on the

& App Store

Instalar o autenticador "Google Authenticator"


https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_US
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= Google Authenticator

!

O Google
Authenticator da-lhe as
boas-vindas

Maior seguranca com o
Google Authenticator

Obtenha cddigos de validagao para todas as
suas contas através da validagdo em dois Inicie sessdo para fazer uma cdpia de
Passos. seguranga dos cddigos para a sua Conta

Google Ainda ndo existem cddigos do Google

Authenticator aqui.

—»  Adicionar cédigo

Podera ou ndo iniciar

sessdo com a sua conta
pessoal do Gmail Google

0 David Ventura &
—  Continuar como David

Usar Auth
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&

Configure a sua primeira conta

Utilize o codigo QR ou a chave de configuragdo das
definigbes 2FA (do Google ou de um servigo de
terceiros). Se tiver problemas, aceda a g.cof2sv

(6] Lercddigo QR

Introd. chave de configuragdo

Pretende importar as contas existentes?
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Para ler o cédigo QR que ligara a sua conta FMH ao "Google
Authenticator” siga o seguinte link:

https://mfa.fmh.ulisboa.pt/#!/login

1° passo:
Aceda com as suas credenciais da FMH para proceder ao proximo passo:
N

Enter your usemame and passwoed and click Log In 20 authenticate

Please sign in

2° Passo:
Na barra lateral esquerda tera de escolher a opgéo de “Enroll Token”

\J

Lo ]

vl

e 0 Takens Sl Oventina @eqasmoni edu pt (user!

seriale | Y typee Y actives descriptions | Y falicountere rofout statee

\ TOTPOM2CS  toip [ acte | 0

m =

Y


https://mfa.fmh.ulisboa.pt/#!/login
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3° Passo:

Clicar no botdo “Enroll Token”.

Enroll a new token

Token data

B Generate OTF Key on the Server

OTF lengeh

Time st

Hasm Xigornmm

=]

4° Passo:
Devera aparecer uma janela com um codigo QR no espaco que esta em preto ha seguinte imagem

- O S

= Enroll a new token
5 Exvoll Token M sena
0 /  ,> — LI you ate ;n couﬁ m;x Someone j

else 3aw It piease reagensrate the R Code, when no
one #ise i3 watching
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Ficara disponivel o codigo gerado através no Google Authenticator (cédigo
exemplificativo)

'E-Dngle Authenticator

E|;|.;|',|‘-.-1::| niz: dwent uraegasmoniz.edu ot TO

6/1817 )

Depois de ler o cadigo OF,
este val ser o resultado,
samipre gque fizer lagin
numa plataforma da FWH,
tera de inserir o cadigo
geradao.

E gerado um novo codigo a
cada 30 segundaos.
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7 — Voltar a aplicagdo OpenVPN e janela de validagdo, colocar o cédigo gerado no Google Authenticator
e “SEND”

Multi-factor authentication

Codigo de Seguranca

Response

8 - Ligacdo da VPN com sucesso:

OpenWVPN Connect

Profiles

CONNECTED

@ vpneZl.fmhoulisboa.pt [FMH-

ulisboawvs]

CONNECTION STATS

13.3KB/s
|
L
4
OB/s
496 B/S ¢ 729 B/s
00:07:11 0 sec ago

-
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